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The State Of Fraud And Financial Crime In The U.S.

INTRODUCTION

raud attacks on financial institutions (FIs) are commonplace. Their
frequency and intensity are on the rise to such an extent that some
executives have become hesitant to innovate. The problem is not pas-
sivity but rather a pervasive sense of being overwhelmed at the scale

of demands and complexity of the challenge.

PYMNTS’ research found that 66% of respondents cited complex regulatory
requirements as a challenge preventing executives from trying new technical
options to protect their organizations. Additionally, 40% of all executives cited
concerns over the potential complexity involved in using new technologies, and
the same percentage also cited the presumed complexity of integrating new tech-

nologies with existing systems as factors inhibiting innovation to combat fraud.

This hesitance to adopt modern tools due to a concern over possible difficulties
in making them work leaves many Fls vulnerable at a time when fraud is rampant.
Because criminals are ramping up the intensity and scale of their financial attacks
— and in some cases targeting consumers directly — many Fls, even those with
comprehensive anti-fraud and anti-money laundering strategies, may struggle to
avoid pervasive losses without modern technology solutions. Although the most
modern forms of financial crime, which include scams presenting as authorized
payments or new money-laundering methods, often elude traditional protections,
data shows that these strikes can be successfully thwarted with the use of real-

time data and analytics powered by machine learning (ML).
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The State Of Fraud And Financial Crime In The U.S., a PYMNTS and Featurespace collabora-
tion, is based on a survey of 200 executives working at Fls with assets of at least $5 billion.
The survey was conducted between April 29, 2022, and June 3, 2022. Surveyed executives
held leadership responsibilities in fraud and risk operations, money laundering, fraud strat-
egy, fraud analysis, technology and data science; 177 of our respondents held responsibilities
in fraud management, 39 had responsibilities in data science and technology and 20 led
anti-money laundering (AML) efforts, with some executives responsible for a combination

of the above.

This is what we learned.

-

TWO-THIRDS OF FIs HAVE

0 1 EXPERIENCED AN INCREASE
IN THE VOLUME OF FINANCIAL
ATTACKS, WITH SMALLER Fls
GETTING ATTACKED MOST.

We found that 62% of all Fls experienced an increase in financial crime, and
an even greater share of smaller FIs — those with between $5 billion and $25
billion in assets — experienced such an increase. Smaller Fls were also most

likely to have faced an increase in the dollar value of fraudulent transactions.
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FRAUD RATES INCREASED

0 2 FOR ALMOST ALL PAYMENT
METHODS, ESPECIALLY
CREDIT CARDS.

Fraudsters especially targeted credit cards: 64% of Fls reported an
increase in fraud attacks using them. For comparison, 52% of Fls noticed
attacks on debit or prepaid cards increased. In addition, we found that

32% of firms saw an increase in fraud rates related to payments made

with Venmo and 51% of firms saw an increase in fraud rates related to

payments made with Zelle. l

CRIMINALS’ APPROACHES ARE

0 3 BECOMING MORE SOPHISTICATED,
AND MOST FIs CONSIDER THIS
TO BE A PROBLEM.

Our research showed that a majority of Fls saw criminals’ increasing use
of sophisticated methods to target their organizations and their clients as
a significant problem in their efforts to fight financial crime. Approximately
one-quarter of the largest FIs by asset size consider this to be the most

important challenge they face, leading all others.
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0 4 NEARLY ALL AML EXECUTIVES
ARE HIGHLY MOTIVATED TO FIGHT
FINANCIAL CRIME AND FIND
NEW METHODS TO MAINTAIN
AML COMPLIANCE.

Our research reveals that 95% of AML executives consider it a high priority to use
innovative solutions to improve fraud detection and AML compliance. That said, 85%
of these executives are concerned about the complexity of integrating new technol-

ogies to help their organizations fight financial crimes.

THE COMPLEXITY OF COMPLIANCE

U 5 AND THE CHALLENGE OF
INTEGRATING NEW SOLUTIONS
ARE BARRIERS IMPEDING THE
PREVENTION OF FUTURE ATTACKS.

Our research revealed that 52% of FlIs that experienced a high rate of relationship
scams found the complexity of regulatory compliance a hindrance to adopting
new solutions to fight financial crime. In addition, 40% of FIs found new technol-
ogy integration as a challenge that slowed or halted their efforts to implement

innovative solutions to mitigate financial crime risk.
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P

Al- AND ML-BASED SOLUTIONS

U B ARE PROVING TO BE EFFECTIVE:
FIs DEPLOYING THEM REPORTED
THE LOWEST LEVELS OF FRAUD
AND FINANCIAL CRIME.

‘ Fls that employ ML-, Al- or cloud-based platforms to mitigate fraud risk had the
smallest shares of transactions lead to fraud losses among respondents to our sur-

vey. Overcoming implementation challenges can thus make a sizable impact in overall

4

fraud-fighting effectiveness.

T
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FRAUD’S

RISING TIDE

raud attacks are becoming more commonplace
among Fls, and the Fls least capable of absorbing

these losses experienced the highest rates of fraud.

Our research revealed that 59% of Fls experienced an
increase in overall fraud rates in the past year, with fraud loss
rates averaging 1.29 basis points per transaction. Smaller Fls were
hit especially hard, with 71% of these Fls reporting increased fraud
rates and an average loss of 1.75 basis points per transaction. In
addition, 77% of sampled firms that had fraud losses between

$2.5 and $5 million — which we deem to be relatively high —

experienced an increase in overall fraud rates.
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OF Fls EXPERIENCED
AN INCREASE

IN OVERALL

FRAUD RATES
IN THE PAST YEAR.

Fraud’s rising tide

FIGURE 1:

FRAUD AND FINANCIAL CRIME MEASURES
Share of FIs that measured select changes in
fraud and financial crime measures year over year
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Our research found that the increase in fraud encompassed most payment methods issued
by Fls, although credit cards were especially targeted. Fraud rates related to credit cards
increased year over year for 64% of Fls, whereas 51% of Fls reported an increase in fraud
related to Zelle and 32% related to Venmo. Nonetheless, our research did not find that

Zelle, Venmo or other real-time payments systems posed elevated risk for Fls.

© 2022 PYMNTS.com All Rights Resen

M



12 | The State Of Fraud And Financial Crime In The U.S.

FIGURE 2: There were also differences in the rates of
INCREASES IN FRAUD AND FINANCIAL CRIME

Share of FIs that measured increases in fraud fraud attacks experienced by Fls with var-

and financial crime, by asset size

The volume of fraudulent transactions
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The State Of Fraud And Financial Crime In The U

N = 200: Complete responses, fielded April 29, 2022 - June 3, 2022
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ious asset classes with respect to specific
payment methods. Smaller Fls had the
highest rates of increased fraud attacks in
credit cards, with 66% reporting increased
attacks on that payment method, and
prepaid or debit cards, with 61% report-
ing increases. Smaller Fls also saw the
highest rates of increased rates of fraud
among peer-to-peer (P2P) and rapid pay-
ment methods: 56% reported increased
fraud attacks using Venmo in the past
year, 51% reported increases using Zelle,
48% saw increases using PayPal and 42%
saw more fraud attacks using instant and
real-time payment rails. Among the largest
Fls, 63% reported increased fraud attacks
via wire, 44% cited increases among buy
now, pay later (BNPL) options and 38%

saw increases in cash-based fraud.
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